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Encryption algorithm with alternating block fragmentation, for which an encryption program 

with the speed of 120 Kbyte/s has been developed, is shown in this article. Schemes of message au-
thentication and subject authentication for data exchange protocol are suggested. The solution will 
be implemented for connection with drone aircraft, concealed electronic lock, secure data exchange 
via “Internet” and in some other spheres.  

 
Keywords: information encryption, transmission protocol, secure data exchange, symmetrical 

key, alternating block fragmentation.  
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Показан алгоритм шифрования с переменной фрагментацией блока, для которого раз-
работана программа-шифратор со скоростью 120 кбайт/с. Предложены схемы имитов-
ставки и аутентификации для протокола передачи данных. Решение будет применено для 
связи с беспилотным летательным аппаратом, скрытым электронным замком, безопасного 
обмена данными по сети Интернет и в других направлениях. 

 
Ключевые слова: шифрование информации, протокол передачи, безопасный обмен дан-

ными, симметричный ключ, переменная фрагментация блока.  
  
Necessity in data protection exists almost in every sphere. There are numerous encryption al-

gorithms and data transmission protocols based on them. Thus constant extension of calculating 
characteristics of electronic devices and appearance of first quantum computers [1] make us think of 
perfect encryption methods.  

Practically, all symmetrical encryption, which exist nowadays, operate on invariable algo-
rithms with the ability key modification and at best S-block and number of encryption rounds. 
Growth of such codes reliability can be ensured only by encryption block’s length extension with 
simultaneous extension of key size.  

At the same time, if there are opportunities for brute-force and at least one pair of the source 
and encrypted text (defined, for example, by well-known protocol structure), then we can just brute-
force all variants of the key, until we get the correct source text. To avoid such situations, encryp-
tion algorithm is made secret completely or, for example, only S-block is made secret. Thus, anyone 
who has this information, even legal users, can get other users keys. In case S-block is unknown, 
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there is still the possibility of hacking, by brute-force all S-blocks and filtering them according to 
the known sequence of several blocks consists of source and encrypted text. 

To avoid this, at the same time leaving the encrypted algorithm fully opened, it is necessary to 
change not only sequence of the key, but also all algorithm parameters. All this was realized in en-
cryption algorithm program “Solaris” [2] for OS Windows and Linux, which allows to change ran-
domly such parameters as general key, block and key displacement, two sequential block fragmen-
tations for replacement and addition to key of round, way and type of replacement. Encryption 
speed is 120 Kbyte/s now. In future, it is possible to increase this figure by using a low-level or 
hardware software, parallelization and graphic processes. 

Block replacement by S-block [3; 4] allows shuffling of consecutive blocks combinations, 
thereby creating text chains of the same blocks, but in different sequences, and consequently the 
content. Preliminary block variable fragmentation will provide a significant growth in variability of 
such chains shuffles combinations, the number of different texts at output (Figure 1). The following 
block’s displacement and variable fragmentation before addition to the key will provide a linear 
displacement of blocks’ combinations relative to each other, which together with variable fragmen-
tation before replacement will provide enough combinations number of consecutive text blocks to 
ensure there is no possibility to determine which of text is true after the brute-force attack.  

 

 
 

Fig. 1. Scheme of “Solaris” algorithm operation and displacement of sequences  
chains combinations during encryption 

 
The more sequentially coupled pairs of source and encrypted texts hacker has, the easier is to 

carry out the cipher text’s hacking, but it is difficult to obtain them, and usually the protocol pack-
age length is not very long. Moreover, it is possible to increase the database of S-block and the 
number of rounds. In addition, if this is not enough, it is always possible to increase the block’s 
length or to use computing devices with more dimensions (for example, ternary computers) [5]. 

Based on the encryption algorithm “Solaris”, implementation of secure data transmission pro-
tocol “Protocol 125” (Figure 2) becomes possible, which will be used for secure data exchange via 
Internet, connection to drone aircraft, concealed electronic lock and others. 

Firstly, the protocol is expected to implement two modes of encrypted data transmission: not 
guaranteed delivery by UDP, guaranteed delivery by TCP. In addition, for practical usage, algo-
rithms of message authentication and subject authentication with the use of a session key were de-
veloped. 

Algorithm of message authentication by UDP (Figure 2), after generating the configuration 
and the initial key, encryption algorithm is as follows: the generation of the session key for the next 
cycle of reception and transmission; session key encryption by the primary key using Solaris algo-
rithm with a predetermined configuration; transmission of encrypted session key; message encryp-
tion by the session key with the use of Solaris algorithm with a predetermined configuration; trans-
mission of encrypted message. In case of message authentication by TCP, a new session key is sent 
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together with the message (Figure 2). If delivery confirmation did not come, it is sent as a separate 
message together with the session key identifier until it is delivered. 

 

 
 

Fig. 2. Protocol key functions and schemes 
 
Authentication mechanism is based on: providing each user a unique configuration and pri-

mary key of “Solaris” algorithm that remain unchanged until a new key issue; adding of index, 
which identifies user, who owns the key, to the encrypted message; placing the unique user data in-
side the encrypted message, by which authentication is performed after message decryption. 
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