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Military-Industrial Complex of Krasnoyarsk territory. Two closed cities were built for assistance in 
implementing soviet nuclear program. It has become strategic necessity to take action on rapid nuclear 
weapon development. The main cause was a Cold War, started in 1946. Closed cities generally must 
produce weapon-grade plutonium and weapon-grade uranium. 

First was built Zheleznogorsk (Krasnoyarsk-26) in 1950; Zelenogorsk (Krasnoyarsk-45) was built in 
1956. There are two city-forming enterprises, started building of these closed cities: Mining-Chemical 
&RPELQH��FRPELQH�������QHDU�IXWXUH�=KHOH]QRJRUVN�DQG�(OHFWURFKHPLFDO�3ODQW��SODQW�������± in the heart 
of future Zelenogorsk. 

Soviet Ministry of Internal Affairs contributed greatly to realization of industrial projects. In 
considering of economic development plan on 1951-1955 we may point out, that total gross production by 
Ministry of Internal Affairs management organizations was more than total gross of other ministries [6]. In 
particular, urban development of closed cities in Krasnoyarsk Territory was originally in Ministry of Internal 
Affairs competence. 

There are two basic labour resources in building processes ± military construction engineers and 
special category prisoners. This way of labour resources using is called mobilized economy [4]. 

Ministry of Medium Machine Building Industry has been overseeing an urban development in closed 
cities of Military-Industrial Complex of Krasnoyarsk territory since 1953. 

Zheleznogorsk was equipped by Lengiprostroy as settlement for 16200 people near the combine 
������0DLQ�XUEDQ�LQIUDVWUXFWXUH�ZDV�HVWDEOLVKHG�LQ������>�@��=HOHQRJRUVN�ZDV�HVWDEOLVKHG�DV�VHWWOHPHQW�IRU�
�����SHRSOH�QHDU�WKH�SODQW�������7KH�SDFH�RI�FRQVWUXFWLRQ�RI�ERWK�VHWWOHPHQWV�ZDV�YHU\�UDSLG��$�FDXVH�RI 
this phenomena was in intensive development of nuclear industry [3]. 

Thus, USSR in 1950s was able to support intense growth of nuclear power industry. Associated 
circumstance consisted in rapid urban development of closed cities of Military-Industrial Complex on 
Krasnoyarsk territory. In this context, we must note a fact of very intensive transformation of ordinary barrack 
type settlements to the comfortable towns with well developed infrastructure. 

In general, we may to tell that socialist economy was able to create new human settlements for both 
civil and military needs from the ground up. 
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7KLV�DUWLFOH�LV�DERXW�WKH�GHYHORSPHQW�RI�D�SURWRFRO�RI�WKH�VHFXUH�H[FKDQJH�RI�LQIRUPDWLRQ��³3URWRFRO�

���´��>�@��7KH�JRDO�RI�FUHDWLQJ�WKLV�SURWRFRO�LV�WR�HQVXUH�WKH�VHFXUH�H[FKDQJH�RI�LQIRUPDWLRQ�IRU�DQ�DJULFXOWXUDO�
XQPDQQHG�DHULDO�YHKLFOH��8$9���³3URWRFRO ���´�VKRXOG�SURWHFW�QRW�RQO\�WKH�FRQILGHQWLDOLW\�RI�LQIRUPDWLRQ��EXW�
also its integrity and accessibility. 

³3URWRFRO����´�LV�FUHDWHG��ILUVW�RI�DOO��IRU�WKH� WUDQVPLVVLRQ�RI� WHOHPHWU\�� LQIRUPDWLRQ�RQ�FRQILJXUDWLRQ�
change, control commands, and critical updates of the device system. Considering that one of the main 
characteristics of a protocol with the protection of transmitted information is the transmission rate, let us 
determine the possible necessary transmission rate working with UAVs: 

- telemetry (UART speed up to 115.2 kilobits/s); 
- large volumes of streaming telemetry (UART speed up to 921.6 kilobit/s, or servicing several UART 

with a lower speed); 
- sound (from 64 kilobits/s according to the G.711 sound codec standard up to 320 kilobits/s ± the 

highest quality encoding of the MP3 audio recording format); 
- video (over 384 kilobits/s ± the quality of business-oriented video conferences with video 

compression). 
Expansion of the speed capabilities of the "Protocol 125" is assumed by: 
- the use of multi-core processors or graphic processors; 
- improving computational efficiency and device compactness; 
- reducing the cost of existing solutions; 
- improving the energy efficiency of devices. 
Communication with the UAV can occur via different types of wireless channels (Figure 1). 

Depending on the tasks, wire, wireless high-frequency (fast, but at close distances), wireless low-frequency 
(slow, but at long distances), cellular and satellite communication are used. 

 

Figure 1 - Alternative channels of communication with the drone 
As a result, we can formulate the requirements for the target protocol. It should have the following 

characteristics: 
1. Support of TCP/UDP, transport layer of model OSI. To ensure compatibility with a large number of 

equipment. 
2. The encryption speed should be comparable to the UART speed. To be able to use this protocol in 

UAV, where the transmission rate of a transceiver, for example, E31-TTL-500 at a distance of 4000 meters is 
150 bytes/s. 
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3. Using only symmetric encryption. Faster than asymmetric encryption, for example, in the case of 
authorization of each package with a new key. The RSA encryption speed with a key length of 512 is 111 
E\WHV�V��FRPSDUHG�ZLWK�����NLORE\WHV�V�RI�WKH�³&LSKHU����´�>���@��WKH�VSHHG�WHVW�ZDV�SHUIRUPHG�RQ�Whe same 
computer). The RSA speed even with a key length of 512 is lower than the UART speed and even lower 
than the speed of an E31-TTL-500 transceiver (most systems today are configured with a key length of  
������ ����� RU� ����� DQG� PRUH�� IRU� H[DPSOH�� ³*LW/DE´��� ,Q� DGGLWLRQ�� WKH� 56$� NH\� JHQHUDWLRQ� UDWH� LQ� WKH�
program took more than 4 minutes. This parameter can be accelerated using other RSA key generation 
methods, but it will be high in comparison with symmetric keys. The generation rate of the random key 
"Cipher 125" even for 21 rounds is less than 15 seconds. Also, asymmetric encryption is vulnerable to Shor's 
algorithm. 

4. Setting the required data after which sending a new key is transmitted, including the possibility of 
creating conditions for authorizing each packet with a new key. It allows you to achieve a higher level of 
security and choose the required channel loading, than authorization of the packet without key's changing 
during the session at all or periodically key's changing without the possibility of setting the required interval. 

5. Imitation protection should not be made using a hash with a password but using an encryption 
algorithm. Speed increase of computing a hash with a password in order to save computational resources 
before decrypting a message is achieved by a simpler, and therefore less reliable, password hash algorithm 
than by encryption algorithm. This creates a greater probability of the threat of imposing false messages  
after finding the password phrase for the hash's password. 

6. The encryption algorithm should be protected from «brute-force attack» better than other solutions 
and close to obtaining the entire set of source texts at the output after «brute force attack». 

7. Using protection against attack by denial service. 
8. Using protection from hash collisions of service fields. Minimizing the risk of accepting an incorrect 

message. 
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